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Standardy w zarz adzaniu bezpiecze astwem IT

Przedstwziccie, w ktorym MUSIMY uwzgtdni¢ aspekt bezpiecastwa. Jakie kroki
powinngmy podp¢?

1. Polityka bezpieczsstwa

2. Rozpoznanie zagren (najlepiej wszystkich)

3. Analiza ryzyka

4. Zaprojektowanie zabezpietze

Jak maemy podej¢ do projektu zabezpiecae

1. Projektowa samemu

2. Kupit gotowe rozwizania (lepiej ogtosiprzetarg)
3. Przy kupowaniu wymagaertyfikatow

Skad sk biora certyfikaty?

1. Producent (hardware’owego lub software’owegojdezenia korzysta ze
znormalizowanych rozwean. Takie rozwazania mog by¢ tansze i spetniajce wyzsze
wymagania arieli rozwiazania wiasne

2. Producent zgtasza gdzenie do laboratorium uprawnionego do analizy i wydania
certyfikatu uznawanego mlwie jak najszerzej

3. Laboratorium, w oparciu o0 sugestie producenta i znormalizowatexikryprzeprowadza
badania i ewentualnie wydaje certyfikat

Godnym podkréenia § nastpujace zalety takiego pod@ia

1. Obnienie kosztoéw

2. Gwarancja najwszej jakdci wedtug aktualnie znanej wiedzy

3. Kompatybilng¢ i zamienné¢

4. Delegowanie odpowiedzialém na laboratorium wydage certyfikat

Wymagania rynku

e-Commerce = Internet + Electronic Business + Security Tgubsi

m-Commerce = Internet + Mobility + Electronic Business eusigy Techniques
Standaryzowane techniki bezpiefigiva zaczynajby¢ obowihzkowymi wymaganiami w
elektronicznym handlu, opiece zdrowotnej, i wielu innych obszarastosowa.

Cztery globalne instytucje

The International Electrotechnical Commission (IEC)

— http://www.iec.ch

The International Organization for Standardization (1ISO)

— http://www.iso.org

The International Telecommunication Union (ITU)

— http://www.itu.int

The United Nations Economic Commission for Europe (UN/ECE)
— http://www.unece.org/cefact

Instytucje standaryzacyjne dziatay ramach midzynarodowego porozumienia
* |[EC i ISO g “rodzicami” JTC1 w standardach IT



* ISO, IEC i ITU kada ma grupy techniczne opracoweg standardy dla e-business

* UN/ECE obejmuje réwniekraje z poza Europy, takie jak Kanada i USA

* UN/ECE jest “rodzicem” UN/CEFACT — UN's Centre for TmaFacilitation and Electronic
Business

Zestawienie standardow

INTERNATIONAL STANDARD ISO/IEC 17799-1 Information securitganagement —
Part 1: Code of practice for information security management

BS 7799-2:2002 Information security management systems - Spéioifi with guidance for
use

BS 7799-3:2006 Information security management systems — Rawidelines for
information security risk management

ISO/IEC 13335-1 Information technology — Security techniques —agament of
information and communications technology security —

Part 1: Concepts and models for information and communicatiomsaiegy security
management

ISO/IEC 1st CD 13335-2 Information technology — Security technigldanagement of
information and communications technology security —
Part 2: Information security risk management

ISO/IEC TR 13335-3, Information technology - Guidelines for tlamagement of IT
Security (GMITS) —
Part 3: Techniques for the management of IT Security

ISO/IEC WD 13335-4, Information technology - Security techniquessuidelines for the
management of IT Security (GMITS) —
Part 4: Selection of safeguards

ISO/IEC PDTR 13335-5 Information technology — Security techniquesidetihes for the
management of IT security —
Part 5: Management guidance on network security

INFORMATION SECURITY MANAGEMENT SYSTEMS

The ISO/IEC 27000 information security management systerisS)&amily of standards
listed below has been developed to assist organizationsjyes and sizes, to implement
and operate effective ISMS.

— ISO/IEC 27000 provides an overview and specifies the termipdwghe ISO/IEC 27000
ISMS family of standards.



— ISO/IEC 27001 specifies requirements for an information ggcuanagement system
where an organization needs to demonstrate its abilityotegirinformation security assets
and give confidence to interested parties.

— ISO/IEC 27002 provides implementation guidance that can beanisddesigning
controls for achieving information security.

— ISO/IEC 27003 provides practical guidance for implementingifmmation security
management system based on ISO/IEC 27001.

— ISO/IEC 27004 provides guidance and advice on the development and use of
measurements in order to assess the effectiveness of t9kitEyl objectives, and controls
used to implement and manage information security, asfiggkici ISO/IEC 27001.

— ISO/IEC 27005 provides guidelines for an organization to definedpproach to risk
management to address the requirements in ISO/IEC 27001.

— ISO/IEC 27006 provides requirements for bodies providing audit atificeion of
information security management systems.

— ISO/IEC 27007 provides guidance on the principles of auditing, nranagdit
programmes, conducting quality management system audits and envitahmanagement
system audits, as well as guidance on the competence dfquadienvironmental
management system auditors.

— ISO/IEC 27010anformation security management for intersector and inter-
organisational communications

This International Standard is a specialist supplement tdE®7001 and ISO/IEC 27002
for use by information sharing communities. The guidelines awdavithin this
International Standard are in addition to and complementripiementation guidance given
in the ISO/IEC 27000 family of standards.

— ISO/IEC 27011 provides an implementation baseline of ISMimtelecommunications
organizations to ensure the confidentiality, integrity andiabiity of telecommunications
facilities and services.

— ISO/IEC 27013 Guidelines on the integrated implementation of ISO/IEC 27001

and ISO/IEC 20000-1

The relationship between information security and service mareageas so close that many
organizations already recognize the benefits of adopting both sstisnolards. It is common
for an organization to adopt one standard, improve the way it opacatmply with the
requirements of that standard, and then make further improvenentonform to the
requirements of the other.

There are a number of advantages in implementing an &éegmanagement system which
takes into account both the services provided, and the protecimomhation assets. These
benefits can be experienced whether one standard is implemeieel the other, or both
standards are implemented simultaneously. Management andzatgamal processes, in
particular, can derive benefit from the similaritiepwEen the standards and their common
objectives.

— ISO/IEC 27014 Governance of information security

This International Standard provides guidance on the governandemwhation security. The
governing body, as part of its governance responsibiliti@scisasingly required to oversee
information security to ensure the objectives of the orgaaizare achieved.

— ISO/IEC 27018nformation security management guidelines for financial services
Continuous developments in information technology have led to an increased

reliance by organizations providing financial services on their information processing
assets. Consequently, management, customers and regulators have heightened
expectations regarding effective information security protection of these assets and
information.



— ISO/IEC 27016 Information security management — Organizatemmiomics
A successful information security management (ISM) regairgtsongly integrated
understanding of both the technical (i.e. balance of risk @anrisy) and economic (i.e.
balance of benefit and cost) approaches in all aspeittsinEeption, design, implementation,
management, improvement, and retirement. Relying only on a tathpjroach through the
use of controls (i.e. encryption, access and privilege mamagefirewalls and, intrusion and
malicious code eradication) without the incorporation of an unaeisig. as to the economic
value supporting the technical approach will not always providgpropriate level of
protection to the information assets of an organization. Irdbam security management
needs to adopt a risk management approach whereby by both theakeahd economic
aspects are considered in unison.
— ISO/IEC 27031 provides business continuity management as aralrgag of a holistic
risk management process that safeguards the interest®faamzation’s key stakeholders,
reputation, brand and value creating activities through:
a) identifying potential threats that may cause adverseciimpa an organization’s
business operations, and associated risks;
b) providing a framework for building resilience for business ofmersit
c) providing capabilities, facilities, processes, actik tsts, etc., for effective
responses to disasters and failures.
— ISO/IEC 27032 Cybersecurity is the collection of tools, poljgeslelines, risk
management approaches, actions, training, best practicegressand technologies that can
be used to protect organization and user’s assets on theetyremment. Organization and
user’s assets include connected computing devices, computilsg ajgglications/services,
communications systems, multimedia communication, and the yat&litansmitted and/or
stored information in the cyber environment.
— ISO/IEC 27033 consists of the following parts, under the genefal Itiformation
technology — Security techniquesNetwork Security
— Part 1: Overview and concepts,
— Part 2: Guidelines for the design and implementation of networkisgc
— Part 3: Reference networking scenarios — Risks, desigmitpoes and control issues,
— Part 4: Securing Communications between networks using securityayete Risks,
design techniques and control issues,
— Part 5: Securing communications across networks using Virtual friMatworks (VPNSs)
- Risks, design techniques and control issues,
— Part 6: IP convergence
— Part 7: Wireless
— ISO/IEC 27032 Security techniques — Guidelines for cyberggcuri
This International Standard gives guidelines for stakeholderstablish baseline security
practices for Cyberspace and provides a framework for informsliarng, coordination and
incident handling.
— ISO/IEC 27034 provides guidelines for application security eigpan application
security life cycle, incorporating the security actistend controls for use as part of an
application life cycle, covering applications developed througdrial development, external
acquisition, outsourcing/offshoringor a hybrid of these approaches.

— ISO/IEC 2703%rovides the information and guidance for any organization to
implement and maintain a quality approach for information security incident
management.

— ISO/IEC 27036



ISO/IEC 27036-1 consists of the following parts, under the general title Information
technology — Security techniques — Information security for supplier relationships.

1 Part 1: Overview and concepts

1 Part 2 Generic requirements [Co-editor’s note: potential change of title not officially
requested.]

1 Part 3: ICT Supply Chain Security

1 Part 4: Outsourcing [Co-editor’s note: co-editor assignment to be determined.]

1 Part 5: Cloud Computing [Co-editor’s note: co-editor assignment to be determined.]
1 Part 6: TBD [Co-editor’s note: title and co-editor assignment to be determined.]

This International Standard provides further detailed implertientguidance on the controls
dealing with supplier relationships that are described as deaecanmendations in ISO/IEC
27002.

— ISO/IEC 27037 Security techniques — Guidelines for identifioatollection, acquisition
and preservation of digital evidence

This International Standard provides guidelines for specific activities in the handling

of digital evidence, which are identification, collection, acquisition and preservation of
digital data that may be of evidential value (i.e. potential digital evidence). These

steps are required in an investigation process which is designed to maintain the
integrity of the digital evidence — an acceptable methodology in obtaining digital
evidence will ensure its admissibility in meeting its purposes.

— ISO/IEC 27038&ecurity techniques -- Specification for digital redaction

The redaction of born-digital documents is a relatively ne& af document management
practices, and raises unique issues and potential risks. \&leetenic documents are
redacted, removed information must not be recoverable. Hesieeneeds to be taken so that
redacted information remains hidden within non-displayable portibhi streams. This
international standard specifies methods for digital redacfidigital documents as well as a
testing methodology for evaluating the functionality of thesetions.

—ISO/IEC 27040 Storage security: provides further detailed ingadation guidance on the
storage security controls that are described at a basidastlized level in ISO/IEC 27002.
The objectives for this international standard are to:
help draw attention to the risks,
assist organizations in better securing their data when stored,
provide a basis for auditing storage security controls.

—ISO/IEC Security techniques — Vulnerability disclosure

A vulnerability is a weakness of software, hardware, or online service that can be exploited.
Vulnerabilities can be caused by software and hardware design flaws, poor administrative
processes, lack of awareness and education, and advancements in the state of the art or
improvements to current practices. Regardless of cause, an exploitation of such
vulnerabilities may result in real threats to mission-critical information systems.

—ISO/IEC 30111 -- Information technology -- Security techniqu¥silrerability handling
processes

This International Standard describes processes to handle reports of potential
vulnerabilities in products and

online services. The audience for this standard includes consumers, developers,
vendors, and evaluators of secure IT

products.



— ISO/IEC 29146 -- Information technology -- Security technigu@sframework for
access management
An access management framework needs to establish the following components,
which are critical to the success of an organization's access management solution:
Access relationships that may be based on the identity of an entity in a
context, or may be based on whether an entity meets other criteria (such as
membership of a group of entities).
Access management operations concerns establishment of such relationships
and their types, including authenticating and monitoring the access, accountability,
suspension (optional) and termination of the relationship itself.

Enforcing organizational access policies by means of linking directly the main
processes who users are (identification and authentication) and what users can do (authorization).

The principles given in the OECD Guidelines for the Securityfofrmation Systems and
Networks [1] apply throughout the ISO/IEC 27000 ISMS family ofid#éads. A short
overview of these OECD principles is as follows:
(1) Awareness of the need for information security.
Swiadomd¢ potrzeby bezpiecastwa informacji.
(2) Responsibility assignment of information security.
Przypisanie odpowiedzialdo za bezpieczestwo informacji.
(3) Response to and detect information security incidents.
Reagowanie aby zapobiggavykrywa¢ incydenty bezpieczstwa informacii.
(4) Ethics respecting legitimate interests.
Problemy etyczne uwzglniajace prawne korzgi.
(5) Democracy to ensure information security is compatibile saciety values.
Demokracja dla zapewnienize bezpieczestwo informacji daje gsipogodz¢ z
wartasciami spoteczestwa
(6) Risk Management providing levels of assurance towaragptatae risks.
Zarzmdzanie Ryzykiem gwarantge poziomy pewniei wzgledem akceptowalnych
ryzyk.
(7) Security design and implementation incorporated as antédselement.
Projekt i implementacja wtzone jako element zasadniczy.
(8) Security management ensuring a comprehensive approach.
Zarzdzanie bezpiechstwem zapewniage wszechstronne podeie.
(9) Continuous improvement of information security.
Ciagte udoskonalanie bezpiec¢stwa informaciji.

This International Standard is applicable to anyone interestgaining a better
understanding of the ISO/IEC 27000 ISMS family of standards.
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